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High risk

Several strong risk signals were detected. We advise staying away.

Trust score 1 out of 100.

How the score breaks down

Technical certificate 78/100

Reputation 1/100

Transparency 42/100

Popularity 61/100

Domain history 31/100

Findings balance 25/100

Key facts

Domain age 54 days (since 2026)

Registrant Private (WHOIS redacted)

SSL certificate Valid (Let's Encrypt)

Response speed Very fast

Trust score 1 / 100

Signals detected 8 checked

What we found

According to the SSL check the certificate is valid

DNSFilter considers this website safe

The website's owner is hiding his identity on WHOIS using a paid service
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This website does not have many visitors

We found many low rated websites on the same server

This website has only been registered recently.

IPQS flagged this website for Phishing

IPQS has flagged this website as suspicious

Technical checks

Valid SSL certificate Yes

Flagged for phishing Yes

Flagged for malware No

Owner identity public No

Established over a year No

Registration current Yes

What to do

We recommend not using this site.

The owner is anonymous — there may be no one to appeal to.

This domain is very new; most scam sites are under six months old.

Pay by a method with buyer protection.

This report reflects automated signals gathered when the domain was last analysed.
A score is an indication, not a guarantee, and a site can change at any time. Always
judge for yourself before sharing personal or payment details. The live version of
this report, which may have been updated since, is at https://legitsonar.com/check-
website/dreamvector.ru.
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